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Or…
Creative Ways to Void the 
Warranty on your Wireless 

Access Point
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� Linksys WRT54G
• Under the covers
• Various models

� WRT54G’s Functional Components
� Firmware Options
� Making your WRT54G “Brick-proof”
� Various Firmware Distributions/Options
� Un-bricking the Brick
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� Four-port 10/100 Ethernet Switch

� 802.11g/b Wireless 
� SPI Firewall

� Runs a Linux kernel
• Some versions of firmware shipped with a 

flawed “ping” implementation that allows 
system commands to be executed
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� Three Significant Revisions
• 1.0

• 125Mhz Processor
• 4MB Flash
• 16MB RAM
• 20 LED Front Panel
• Wifi support via MiniPCI Card

• Why you would want it:
• You already have one
• You want/need 5V power
• You want/need Mini PCI architecture
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� Three Significant Revisions
• 1.1 (CDF2xxx-CDF3xxx)

• 125Mhz Processor
• 4MB Flash
• 16MB RAM
• 8 LED Front Panel
• Wifi support moved to onboard radio

• Why you would want it:
• You want 12V 1A DC Power
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� Three Significant Revisions
• 2.0 (CDF5xxx)

• 200Mhz Processor
• 4MB Flash
• 16MB RAM
• 8 LED Front Panel

• Why you would want it:
• Faster processor than previous revisions
• Cheaper than new models
• On-board EJTAG and Serial Port expansion capability
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� And one new model:  WRT54GS
• 1.0

• “Speedbooster” 108Mbps (Linksys proprietary 
extensions)

• 200Mhz Processor
• 8MB Flash
• 32MB RAM
• 8 LED Front Panel

• Why you would want it:
• More memory/flash
• “Speedbooster”, if you’re into that kind of thing…
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• 4 LAN ports

• 1 WAN port

• Antenna

• Ethernet switch

• RAM

• Flash memory

• Wifi Radio (shielded)

• CPU/MAC Chip

• EJTAG Connection

• Serial Port
Connection (x2)
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� Linksys.com original firmware

• http://www.linksys.com
� BatBox base linux

• http://www.batbox.org

� Sveasoft firmware
• http://www.sveasoft.com

� WifiBox firmware
• http://www.sourceforge.net/projects/wifi-box

� HyperWRT firmware
• http://www.hyperdrive.be/hyperwrt

� OpenWRT firmware
• http://www.openwrt.org

� EWRT firmware
• http://www.portless.net/menu/ewrt/ 

� NoCatSplash firmware
• http://www.nocat.net/
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Linksys Firmware

BatBox Sveasoft HyperWRT

OpenWRT

WifiBox

Sveasoft

ewrt

ewrt
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� Reveal unexposed features in Linksys O/S

� Add additional utilities/functions
� Repurpose the hardware

� Because you can…
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� Linksys:
• Compressed kernel
• CRAMFS
• Most derivatives have kept the CRAMFS

� OpenWRT
• SquashFS (Read-only)
• JFFS2
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� Reveal unexposed features in Linksys O/S
• Increase the radio strength
• Full ethernet bridging/routing/firewalling

capabilities
• Access the “illegal” 802.11b/g channels
• Access to Quality of Service features (QoS)
• Mess with WDS capabilities
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� There are two states of the WRT54G:
• Functional
• A brick
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� Don’t make it any more difficult than necessary
• If you have a functional Linksys firmware loaded 

already, use the Linksys HTTP-based upload tool
• Other methods impose some size limitations, so in some 

cases you may need to revert to Linksys for an upload

• Linksys has a built-in tftp server
• Linksys’ server has requirements for user/password, 

which mandates a Linksys-specific client

• Boot time tftp servers and the boot_wait options give 
you a more standard interface 
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� Avoid turning your WRT54G into a brick by 
turning on boot_wait
• In the NVRAM, there is a stored parameter called 

“boot_wait”
• By setting the boot_wait value to “on” the WRT54G 

will wait for 5 seconds during the boot process for you 
to upload a new firmware image via tftp

� Why do I want to do this?
• If your firmware is bad, corrupted, or the upload fails 

for any reason, you can usually recover the unit easily
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� Note: This backdoor is reported fixed in later versions of 
Linksys firmware, but older versions are still available

� This ping hack allows you to execute pre-existing
commands on the unit

� Command-line space is limited, so some movement & 
shortening of commands is common

� Ping.asp writes to and displays from /tmp/ping.log by 
default

� ${IFS} is your friend
• IFS==“inter-field separator” in POSIX-compliant shells
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; cp${ I FS} * / * / nvr am${ I FS} / t mp/ n

; * / n${ I FS} set ${ I FS} boot _wai t =on

; * / n${ I FS} commi t

; * / n${ I FS} show>t mp/ pi ng. l og
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� Power on & light Power LED
� Validate NVRAM (Current Configuration)
� Checks for “boot_wait” state

• If “on”, waits for 3-5 seconds (aka PMON)
� CRC check on kernel and filesystem

• If succeeds, proceeds to boot
• If fails, returns to PMON

� If a file is uploaded during PMON
• Header and kernel CRC check

• If succeeds, reboots
• If fails, returns to PMON
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� Once the device enters PMON:
• eth0 is enabled (the 4 LAN ports)
• A limited function IP stack w/ TFTP server is enabled

• Accepts only ARP broadcasts and TFTP PUT packets
• Responds only to a hard-wired 192.168.1.1 address

� Important Notes
• Stale ARP caches will present problems

• Add a static ARP entry to eliminate this possibility

• The PMON TFTP server is not the stock Linksys server 
and does not require a user ID & password
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� Use a Linux client if available
� Find a good firmware to upload

• Use a known-good Linksys firmware
• Name the file code. bi n

� Start your tftp client
• Open the connection with t f t p 192. 168. 1. 1
• Set the mode to bi n
• Set retransmit to 1 with r exmt =1

• Forces tftp put attempts every second
• Send the firmware with put  code. bi n
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� If you brick your WRT54G, all is not lost

� You must first deal with the facts:
• If your WRT54G is bricked, it’s useless
• If it’s useless, it’s difficult to hurt it much more
• There’s no reason to be concerned about the 

“unbricking” procedure

� Nothing ventured, nothing gained
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� Remove power
� Take apart the screw-less case

• Unscrew the antennae
• Turn over and pop off the blue face with your thumbs

� Locate the Intel flash chip
• Locate the row of pins labeled 1-24
• Locate pins 15 & 16 
• Use the white hash marks every 5 pins to help count

� Connect your laptop with a 192.168.1.2 address to a LAN port 
and start an indefinite ping against 192.168.1.1

� With a sharp, conductive object (e.g., small Philips screwdriver, 
awl, other implement of destruction), short across pins 15 & 16

� With your short in place, reintroduce power
� Wait for the pings to succeed and carefully remove your short
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� According to online reports:
• “Unbricking” works in 97%+ of all cases
• While it may be unsettling, it should work

� Your WRT54G is now immortal
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� What are you trying to accomplish?
• Curious?  Want to play a little?
• Want some new features from your WAP?
• Hard core?  Fearless?  Trying to repurpose 

your WRT54G altogether?
• VPN device?
• Web server?
• Low-end IDS?
• Firewall?
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� If you want to test the waters before 
diving in…
• BatBox Linux by Jim Buzbee
• RAMdisk installation only

• Installation/configs do not persist across reboots

• Essentially, a set of tools that leverage the 
existing Linksys kernel, including:
• Busybox
• Alternate web server
• Snort



2 � � 2 � � � � � * �

� BatBox is a great starting point, but is 
obviously not a solution for applications 
that require persistence across reboots

� Installs using ttcp
• ttcp is similar to netcat
• Provided scripts & instructions set up a ttcp

listener on the WAP that redirects input to a 
file

• File includes the actual distribution

� http://www.batbox.org/wrt54g-linux.html
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� Complete replacement firmware
� Derivative fork of the Linksys firmware

• Forked from version 2.04.4 (fairly recent)

� Project goal is to add only minimal 
functionality, but important functionality

� Looks/feels like original Linksys firmware
� Leverages a web-only interface

• No “shell”
• Provides a web interface to command prompt
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� Transmit Power adjustable from 0mW to 84mW
• Linksys default is 18mW (v. 2.0+)
• HyperWRT default is 42mW
• 56mW is the generally accepted limit (due to heat)

� Antenna Select (Left, Right, Auto)
� 13 Wireless Channels
� ©Boot Wait© set to ©on‘
� Command Shell
� AutoRun
� Uptime & CPU Load
� Reboot Button
� Hidden features already in the Linksys firmware

• Firewall Filters
• Site Survey 
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� Keeps the familiar Linksys interface

� Provides the commonly 
requested/required features

� Delivers a functional (if kludgy) 
“Advanced User” interface via the web-
based command prompt

� Allows for easy way to get both a power 
boost and “boot_wait”
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� Provides a minimal Linux distribution 
with support for add-on packages

� Supports ipkg for package-based 
software installation/management
• Surprisingly wide array of packages available
• ipkg is very lightweight and easy to use

� Supports a wide variety of Broadcom-
based SOHO network devices
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� Linksys WRT54G 
� Linksys WRT54GS (Speedbooster) 
� Linksys WAP54G (AP only) 
� Belkin F5D7130 (AP only) 
� Belkin F5D7230
� Belkin F5D7231-4 (Speedbooster) 
� Belkin F5D7231-4P (Speedbooster, 2x USB 1.1) 
� Motorola WR850G 
� Trendnet TEW-411BRP 
� Asus WL-300G 
� Asus WL-500B (802.11b only, 1x LPT, 1x USB 1.1) 
� Asus WL-500G (1x LPT, 1x USB 1.1) 
� Asus WL-500GX (Speedbooster, 2x USB 2.0) 
� Dell Truemobile 2300 
� Buffalo WBR-54G 
� Buffalo WLA-54G 
� Buffalo WLA-G54C 
� Buffalo WHR-G54 (Speedbooster) 
� Ravotek W54-RT 
� Ravotek W54-AP 
� Sitecom WL-111 
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� OpenWRT is available in source-only 
format from http://www.openwrt.org/
• Download, build, install
• Binaries available at 

http://www.shaneo.com/wrt54g/

� OpenWRT Core provides:
• DHCP client & server
• NAT capabilities (via netfilter)
• telnetd
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� Itsy Package Management System
� Designed for the iPaq
� Implemented as a shell script

• Recent versions migrated to C

� Uses /usr/lib/ipkg for package “database”
� Uses http downloads and related 

package information files to identify the 
available packages
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Package:  dr opbear
Ver si on:  0. 44t est 3 
Ar chi t ect ur e:  mi psel
Mai nt ai ner :  Lei gh Dyer  <l sd@l i nuxgamer s. net > 
Sour ce:  

ht t p: / / mat t . ucc. asn. au/ dr opbear / t est i ng/ dr opbear -
0. 44t est 2. t ar . bz2 

Sect i on:  net  
Pr i or i t y:  opt i onal  
Depends:  Fi l ename:  . / dr opbear _0. 44t est 3_mi psel . i pk 
Si ze:  128278 MD5sum:  f a4126cdc5845e3e920903d43c1b7586 
Descr i pt i on:  Li ght wei ght  SSH cl i ent  and ser ver  syst em 
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� dhcp-fwd
� dropbear
� fprobe
� ip6tables
� kismet
� libmatrixssl
� libpcap
� libpthread
� libssl
� ntpclient
� oidentd
� openssh

� ppp
� pppoe
� pptp
� quagga

• Routing protocols
• Zebra interface

� radvd
� strace
� tc
� tcpdump
� tspc
� vsftpd
� wondershaper

� netsnmp
� iptraf
� joe
� screen
� nfs
� openvpn

And More!
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� WRT54G implements:
• MAC via Broadcom SoC processor

• BCM4712

• Ethernet switch via Infineon ADM6996L
• Six-port switch w/ VLAN support

� There are three default MAC addresses

� Actual interfaces…
• Here’s where it gets confusing…
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� eth0
• LAN interfaces (4 ports)

� eth1
• Wireless 
• Hosts Wireless IP

� vlan0
• Groups the LAN ports

� vlan1
• WAN interface
• Hosts WAN IP

� br0
• Bridge group -- Bridges vlan0 & Wireless
• Hosts LAN IP address
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� Interesting features
• VLAN capability
• Kernel routing/bridging capabilities
• iptables/Netfilter

� Ability to almost infinitely tweak the 
Wireless configuration
• Command:  wl
• wl offers 100+ options (and more sub-

options)
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� Other interesting applications:
• wondershaper
• snort 

• Limited memory is problematic

• net-snmp
• Just because it’s so cool…

• OpenVPN
• iptraf
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� Five things I’ve learned from the TriLUG 
mailing list over the past few weeks:
• fsck has a “-f” option to force an fsck
• Jon Carnes is bringing free beer (Apology Ale)
• RTI does not allow alcohol on the property
• RTI does not allow drugs on the property
• Joking about violating RTI’s policy drug and alcohol is 

not funny
• The TriLUG mailing list is not my personal mailing list 

and should not be used as such
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� Dude, relax on the mailing list

� Some demonstrations


